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14.1 INTRODUCTION

The current moment in society can be understood from an important evolution of digital technologies, but speci-
fically from an understanding of the role of data in the decision-making process. In general terms, data collection,
treatment, analysis, and availability became essential processes so that all sectors of the economy could survive
and advance. In addition, the scientific research process itself was strongly impacted by this trend, and started

to use, in a very significant way, data analysis and reuse for conducting research.

Such context lead to the development of studies related, for example, to data science, big data and scientific re-
search and communication, which made it possible to understand the role of data in the current moment. Thus,
an important aspect for understanding and analyzing the time we live in is the volume of existing data that, when

treated and analyzed, are capable of generating great wealth for all processes involved.

It is essential to point out in this context the open data movement, which is mainly linked to government data.
This movement demonstrates how the trend towards valuing data can contribute to the transparency of public
authorities, as well as to improve the efficiency of services provided to the population. The open data movement
is a trend across the planet and, when aligned with people’s interests, it is capable of improving the well-being

of a community.

In the scientific field, an increasingly valued trend is the open access movement, which aims to provide transparen-
cy and openness to the scientific results achieved in the research process. This movement aims for researchers

to clearly demonstrate their research results, including the free availability of data collected and results achieved.

Even more broadly, open science is another movement strongly linked to research data availability that, when
analyzed from the perspective of publication, demonstrates the potential of making research data available

and shared. With the support of data repositories, data journals and data articles, such movement has led to a
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transformation in the way research is carried out, with an impact on the various stages of the scientific process,

including funding agencies that have started to demand data management plan.

Based on the trends presented, an appreciation of the aspects involving data in different areas is identified. From
government data to research data, performing data management has become essential. In this sense, it is funda-
mental that all aspects involving the ability of machines to locate, access and interoperate data are understood
and well-defined.

Additionally, there are other aspects that must be observed throughout the research process when working with
data from specific people and communities, considering the data life cycle. These communities and the research
data generated that involve them need to have a special treatment, which ensures data sovereignty, to maximize
the benefits and mitigate the impacts, as well as enable adequate treatment for the availability, access and (re)
use. Therefore, this book chapter aims to discuss the FAIR and CARE principles for managing human research

data from specific communities.

14.2 FAIR PRINCIPLES

FAIR principles (Findable, Accessible, Interoperable and Reusable) were proposed in 2016, as a way of dealing
with computational aspects involved in making data available in different contexts, including research data. Such
principles were developed understanding a scenario in which, in the same intensity that data become important
for the scientific process and the whole Society, there was a difficulty for people and machines to be able to locate
and use available data. Thus, “[...] FAIR Principles put specific emphasis on enhancing the ability of machines to

automatically find and use the data, in addition to supporting its reuse by individuals.” (Wilkinson et al., 2016, p. 1).

In the initial proposal of FAIR, Wilkinson et al. (2016) point out the importance of computational agents in the
environments that store data and highlight the need for these agents to be able to have information about the
databases, in an interoperable way and with easy access. In this way, computational agents can help people to
locate and use available data. The authors also report that, in environments with a huge number of databases,

people depend on computational agents to relate to such data.
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Based on this understanding, and having FAIR principles as reference, Australian National Data Service (2020)

present FAIR principles in Figure 1.

Figure 1- FAIR Principles
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Source: Australian National Data Service (2020).

Figure 1 highlights characteristics linked to each one of FAIR principles, showing elements that must be considered

when making data available or when releasing them.

According to GOFAIR (2020), the Findable (F) principle assumes that in order for data to be used and/or
reused it must be located, activates, readable and processable by humans and computer applications. In
addition, it is necessary to adopt persistent identifiers for the data, describe them exhaustively through en-
riched metadata and make them available in an indexed infrastructure. The Accessible (A) principle reflects
the capacity of a data set to be accessed and the specifications to do so, including the use of communication
protocols, authentication, levels of access and metadata persistence, even if data is not available anymore.
The Interoperable (I) principal aims to optimize the communication between different systems and the
integration of different data sets. For this purpose, data, and metadata need to be readable and adequate
to recognized standards and vocabularies, enhancing the link with other standards and including qualified
references. Finally, the Reusable principle (R) aims at optimizing data reuse process. Data reuse is about how

well data and metadata are described, including information on right of use, data provenance and context,

O

in a way to allow data to be combined and reused by other instances.
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According to FORCE21 (2020, local. 1 preamble):

[...] through the definition and widespread support of a minimal set of community-agreed guiding
principles and practices, data providers and data consumers - both machine and human - could more
easily discover, access, interoperate, and sensibly re-use, with proper citation, the vast quantities of
information being generated by contemporary data-intensive science.

Itis noteworthy that FAIR principles apply to the treatment of data, metadata, and infrastructure to maximize the

location, access, interoperability, and reuse of data.
14.3 CARE PRINCIPLES

The technological infrastructure and connectivity increase data value, therefore, principles for the processes of
collection, storage, and availability are essential. In this matter, and considering indigenous data sovereignty -
presented by Stone and Calderon (2019, local. introduction) as “[...] the rights of Indigenous Peoples and nations
to govern themselves and the data about them [...]" -, on which only indigenous peoples have primacy to take
decisions, according to their interests and values, Global Indigenous Data Alliance established in 2018, at the

International Data Week and Research Data Alliance Plenary, CARE Principles for Indigenous Data Governance.

CARE is an acronym for Collective Benefit, Authority to Control, Responsibility, Ethics.

[...] the ‘CARE Principles for Indigenous Data Governance’ were developed by the Research Data
Alliance (RDA) International Indigenous Data Sovereignty Interest Group. They aimed to empower
Indigenous Peoples, by shifting the focus of data governance from consultation to values-based
relationships that promote equitable Indigenous participation in processes of data reuse, which will
result in more equitable outcomes, as well as preserving relationships built on trust and respect.
(Carrolletal., 2020b, local. introduction).

Such initiative is based, according to Global Indigenous Data Alliance (2019), on the Declaration of the United
Nation on the Right of Indigenous People (Na¢Ses Unidas, 2008, p. 1), which recognizes the auto-governance and
authority rights of indigenous peoples on their cultural heritage. The “languages, knowledge, practices, techno-
logies, natural resources and territories” are considered by them as indigenous data, often expressed orally and

considered essential for their development and rights.

In this way, it has become necessary for indigenous people to establish principles that make it possible to indiscri-
minately make decisions about their data, since the global movement around open data, whether governmental
or research, does not compromise with the aforementioned interests and that data exchange favored by the
movement and structured on principles such as FAIR do not mention ethical and cultural characteristics, and/or
characteristics from historical context. According to Carroll et al. (2020a), it happens due to the tension of indige-
nous community in protecting their data and interests and supporting initiatives such as openness, data sharing

and machine learning, aiming for researchers, managers, and data users to be “fair and care”.

Therefore, CARE principles seek to establish governance over people-drive data. “These principles complement the
existing FAIR principles, encouraging open and other data movements to consider both people and purpose in their

advocacy and pursuits.” (Global Indigenous Data Alliance, 2019, p. 1). Carroll et al. (2020a) emphasize that CARE principles
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were designed to complement FAIR principles, aiming to include indigenous peoples so that they can be implemented
together; in addition, they emphasize that the governance of indigenous data encompasses the administration and

control over data, which includes the processes of collection, storage, analysis, use, and reuse.

The four CARE principles are structured into 12 sub principles associated to it, according to Figure 2.

Figure 2- CARE Principles for Indigenous Data Governance
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Source: Carroll et al. (2020, p. 5).

The first principle, Collective Benefit (C), establishes that “Data ecosystems shall be designed and function in ways
that enable Indigenous Peoples to derive benefit from the data.” (Global Indigenous Data Alliance, 2019, p. 2). For
that purpose, €1 - For inclusive development and innovation - governments and institutions must support data
(re)use by indigenous peoples and communities, aiming at innovation, value generation and local development;
C2 - Forimproved governance and citizen engagement - data enables the involvement of governments, institutions
and citizens, provide transparency and assist in planning, evaluating and decision-making, in addition to providing
information on the indigenous peoples’ interest; C3 - For equitable outcomes - indigenous data are related to
their values and can be extended to society, in a way that all must benefit indigenous peoples.
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The second principle Authority to Control (A) consists in:

Indigenous Peoples' rights and interests in Indigenous data must be recognized and their authority
to control such data be empowered. Indigenous data governance enables Indigenous Peoples and
governing bodies to determine how Indigenous Peoples, as well as Indigenous lands, territories, re-
sources, knowledge and geographical indicators, are represented and identified within data. (Global
Indigenous Data Alliance, 2019, p. 3).
In A1 - Recognizing rights and interests - indigenous peoples must have their rights and interests in their data and
knowledge recognized, which is done through free, prior and manifest consent during data collection, including
the data uses, data policies and protocols used during collection; A2 - Data for governance - indigenous peoples
must exercise governance on their data, which must be available and accessible to them; A3 - Governance of
data - indigenous people can develop protocols of governance and access to their data, especially those regar-

ding indigenous knowledge.

The third principle, Responsibility (R), establishes that:

Those working with Indigenous data have a responsibility to share how those data are used to support
Indigenous Peoples’ self-determination and collective benefit. Accountability requires meaningful and
openly available evidence of these efforts and the benefits accruing to Indigenous Peoples.” (Global
Indigenous Data Alliance, 2019, p. 4).

In this matter, R1 - For positive relationships - indigenous data use is possible when based on relationships of
respect, reciprocity and trust, so that the researcher is responsible for ensuring that data collected, their inter-
pretation and use guarantee and respect the dignity of indigenous peoples; R2 - For expanding capability and
capacity - the use of indigenous data requires reciprocal responsibility, competence in data with indigenous
people and the development of digital infrastructures that enable data collection, management, security, and
governance; R3 - For indigenous languages and worldviews - such resources must generate data based on lan-

guages, experiences, values, principles and world perspectives of indigenous peoples.

The fourth principle, Ethics (E), “Indigenous Peoples' rights and wellbeing should be the primary concern at all
stages of the data life cycle and across the data ecosystem.” (Global Indigenous Data Alliance, 2019, p. 5). consists
in: E1 - For minimizing harm and maximizing benefit - minimize damages that can derive from stigmas or defi-
cits related to the indigenous peoples, guiding data collection, treatment, and use in ethical presets, in line with
indigenous ethical structures and with rights established through the United Nations Declaration on the Rights
of Indigenous Peoples; E2 - For justice - use ethical processes to address imbalances in power and resources, as
well as the way they affect indigenous and human rights; E3 - For future use — data governance must consider
the potential future use based on ethical bases, values, and principles of indigenous peoples, and also express

provenance, purpose, rights of use, including limitations, obligations in use and consent in the metadata.
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14.4 #BeFAIRandCARE: DISCUSSIONS AND NOTES

Global Indigenous Data Alliance (GIDA)'®" expresses, through “#BeFAIRandCARE”, that FAIR and CARE principles
are complementary when considering technologies, purposes, and people in open data movements. Thus, while
FAIR mainly emphasizes the computational aspects given their relevance so that computational agents can help
humans in the face of the expressive volume and complexity of data; CARE, as principles for the governance of
indigenous data, emphasizes, above all, people and purpose, considering the relevance of data for the advance,

self-determination, and sovereignty of indigenous peoples.

Regarding CARE, although it was designed for the governance of indigenous data, Carroll et al. (2020a) highlight
that indigenous peoples, nations, people, and communities are actors in contemporary global societies. There-
fore, CARE principles address aspects relevant to different populations, such as social minorities, communities
and groups, who want or need to maintain different levels of treatment and responsibility for their data use. And,
among these aspects, the authors highlight privacy, use, reuse and management, which can constitute elements

for the establishment of standards, policies, and agendas.

When considering the activity of scientific research, it is evident the convergence of different movements that
determistonene standards, principles and general practices and their domains, whose peculiarities must be met.
Stone and Calderon (2019, local. a journay) reaffirm that “The CARE principles certainly prompt us all to consider

the people reflected in data and how our actions with it may impact on them.”

The need to manage research data since planning through the research data management plan is an action
increasingly required from researchers by education and research institutions, funding agencies, repositories
and scientific and data journals. And, although it may seem like a bureaucratization of scientific work, it allows
the researcher and others involved in a research project to plan and record the processes and decisions made
during the investigation to document each step, which allows for an optimized management, considering the life

cycle of research and research data.

In most cases, institutions list a set of tools and templates to support the researcher in the elaboration of research
data management plan, which are important elements for data management, availability and future use. However,
such templates are generic and open, When They could guide the researcher in the planning and execution of
the research stages already based on guiding principles, among which we highlight FAIR and CARE. This way, the

necessary elements are treated during the research process and ensure that data opening is properly done.

Throughout the research data management process, since planning, collection, availability and reuse, it is essential
to pay attention to the relevance of these data treatment so that they can respect technological principles that
make them are easily processable by computational applications, and, therefore, be reused in robust infrastruc-

tures and by humans. On the other hand, human principles linked to people, purposes, and the consequences

161  Available in: https://www.gida-global.org/care. Access on: 30 sept, 2024.
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that the collection, storage, and availability of data from specific communities can bring to the development of

the communities themselves must be respected.

We emphasize, from Carroll et al. (2020a), that although CARE principles have been defined for the governance of
indigenous data, whose context is recognized as relevant, it is possible to expand them to other specific commu-
nities that may also need them so that they have governance and can develop from their data. In this matter,
we highlight other social minorities, such as quilombo communities, riverside communities, social settlements,

suburbs and LGBTQ+ communities.

Researchers, institutions, funding agencies, governments, and policymakers are encouraged to ensure that the
planning and execution of research, as well as the disclosure of its results, are properly carried out, especially when
materialized in open research data, in addition to being based on different established and validated principles,
among which we highlight FAIR and CARE

Advances in the sense of operationalizing such principles in a computational way are the object of study, involving
domains, communities and correlated instances. According to Carroll et al. (2020b), Research Data Alliance, through
the International Indigenous Data Sovereignty Interest Group and the FAIR Data Maturity Model Work Group, has
already started the necessary discussions to operationalize CARE principles together with FAIR principles. From
this perspective, they highlight that one of the challenges is the need to apply CARE at all stages of the data cycle.
Thus, issues related to the optimization of computational processes for the location, access and (re)use of data,
as well as the sovereignty and equitable treatment of data, can be adequately addressed.

However, for this to occur, in addition to the proper treatment of research data, it is necessary for the researcher
to adopt daily practices throughout the research process and throughout the data life cycle. This attitude will
ensure that the processes take place fairly and carefully.

Therefore, in the context of scientific research and research data, #8eFAIRandCARE can be:

a. FAIR: make data available in an open way and in accordance with FAIR principles that favor location,

access, interoperability and use, with:

» adequate and exhaustive use of metadata in data sets and for representation;

» adoption of standardized vocabularies;

» adoption of persistent identifiers;

» selection of proper digital environment for data availability and/or release;

» use of open formats, protocols, and standards;

» determination of use license;
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» maintenance of reasonable periods of embargo;

» adequate indication of data provenance;

» data versioning;

» data preservation;

» acknowledgement of ownership when using research data collected by third parties;

» use of data in accordance with the provisions of the use license.

b. CARE: respect CARE principles, considering the hegemony of specific communities, their world perspec-

tive, sovereignty, and governance on data, with:

» focus on inclusive development;

» establishment of equitable relationships of trust, reciprocity, and respect;

» compliance with ethical and legal precepts in the collection, treatment, storage, and availability
of datg;

» data identification;

™~

» protection of rights, interests, values, and culture;

» participation in governance and control over data;

» improvement in data representation;

» training to use data.

Being fairly consists in formalizing data and making it available following good practices and principles so that they
can actually be reused by humans and computational applications. And being carefully includes and expands on
the previous aspects by properly dealing with research involving human beings, especially specific communities
and social minorities. Thus, #BeFAIRandCARE practices must clearly be present in the daily routine of those who
work, directly or indirectly, with processes related to the collection, analysis, treatment, storage, and availability

of data, especially when they involve human beings.
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14.5 FINAL CONSIDERATIONS

FAIR and CARE principles seek to build reliable, fair and responsible data practices, in both management and

governance processes, as well as in results and in the quality of available data sets.

Itis worth noting that CARE principles are involved in the whole data life cycle, starting in data management plan,
passing through the processes of collection, representation, storage, and potential data availability and reuse,
respecting the collective benefits, the authority to control, responsibility and ethics. On the other hand, FAIR
principles are also linked to the life cycle; however, they focus on technological infrastructure so that data can be

findable, accessible, interoperable, and reusable.

Therefore, it is recommended to adapt data management plans to the FAIR and CARE principles, and the adoption
by researchers of #BeFAIRandCARE practices throughout the research process and in the data life cycle, especially

in research related to people from specific communities for the equitable treatment of data.

In this chapter, the discussion begins by pointing out ways that can be followed in working with research data
involving human beings. Such discussions can be in-depth, for example, based on the United Nations (UN) re-
commendations for human rights, the Sustainable Development Goals (SDGs) and national and international

legislation for the management of personal data.
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